EXIN Information Security

Qualification Program
Based on ISO/IEC27002




All organisations should be working a
towardsthe secure, efficient and
reliable handling of information.

Not only isit the right thing for any responsible organisation to do, it also
makes good business sense. Trust can be gained which in turn enhances
the prospectsfor lasting success.

Conversely, Information Security failures can be very costly and can cause
significant damage to your reputation.

It isestimated that the total cost of breachesto
UKbusinessis now well into billions of pounds.

Security breaches can cost large organisations
between £280,000 and £690,000."

Snall businesses are also at risk with the worst
incidents costing an average of £55,000."

1 - The Information Security Breaches Survey, Pricewaterhouse Coopers, 2010.
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nformation Security callsfor a q
oroven solution to ensure personnel,
nolicies and proceduresare in line

with industry best practice.

Thisrequires that broad measures are put in place to ensure
information assets are protected sufficiently.

The International Sandards Organisation (1S0)
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spanning 161 countries.

Through best practice innovations they place great emphasis on customer needs
and expectations with an ongoing commitment to improving business performance.

The international requirements framework for

ISO/IEC27001

an information security management system

Code of practice for information security

IO/ IEC 27002

management

ISO/IEC 27001 is a recognised standard that is increasingly being applied within
organisationsto outwardly demonstrate the ability to identify, reduce and
recover from threatsto information assets.

Those organisations seeking to provide assurance that the information they hold is
being handled appropriately should consider certifying to IS0/ IEC27001.
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Sandards do not manage
Information Security, people do.

There are obvious and significant benefitsto be had from an
information security conscious workforce.

Furthermore, with areas of vulnerability or exposure better
iIdentified and controlled, responsible personnel are better
supported and thus able to apply their skills more effectively.

As such, employees who are aware of the importance of
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Human error is stated as the number one risk for Information
Security, followed by technology.?

Technical solutions are of great
importance but Information Security
Is essentially all about people and
their behaviour.

Organisations can dramatically
reduce the risk of an information
breach or dataloss by trainingits
employees in effective policy and
procedures, and ensuring they are
fully aware of their importance.

2 - Gobal Security Qurvey, Deloitte 2008
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