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Bespoke Training Solutions

Tailored Information-Systems Training, Education & Awareness

QT&C Bespoke Training Solutions provide onsite Information Systems training,
education and awareness services adapted to suit specific learning requirements.

Introduction

Everyone would like to think that personal or business information, which is held private
and secure on their behalf, is maintained in an appropriately safe environment. In
addition to any technical measures and the increasing level of mandatory legal
compliance, the degree of protection offered by the environment relates directly to the
key personnel in its charge.

Organisations can dramatically reduce the risk of an information breach or data loss by
training its employees in effective policy and procedures, and ensuring they are fully
aware of their importance.

Bespoke Training Solutions Overview

QT&C’s Bespoke Training Solutions offer the ability to tailor course content according to
the environment and the level of attendee, thus allowing organisations to cost effectively
prioritise their Information-Systems training and awareness initiatives.

We offer clients a full training needs analysis, course design and development service. As
well as identifying the more significant requirements, working together also allows us to
target subject matter, or rather align content, to the environment or learners
requirements.

Programs are developed to suit a variety of learning situations including:
e Induction Programs, Awareness Sessions & Role Based Training

e Introduction Courses & Key Personnel Workshops

e Executive Briefings

“Ilncreasingly, companies realise that
behaviour rather thanjusti ncr ease awareness and ski

Source: BERR, Information Security Breaches Report, 2008.

Our experience also confirms that, when training is fun, it is simply more effective.
Regardless of the subject matter, our courses are designed to engage and are delivered
with interaction and involvement in mind. Our qualified trainers have many years of
combined and respected experience, allowing them to quickly understand the learning
needs of an individual or group.

Training development:
All QT&C bespoke training solutions are
designed following the:

Systems Approach to Training (SAT):

Allocation of project manager and

appropriate project resources

— Development of project plan

— Training needs analysis (TNA)

— Submit - Scheme of work (Sow)

— Inclusion of required competencies
and standards

— Development of high level -
Terminal learning objectives (TLO)

— Development of session objectives;

= Enabling objectives (EO)

= Any special learning needs

— Development of CBT platform
(if required)

— Run pilot course
— Review, refine & update

— Client sign off

This approach along with regular
progress updates throughout the
development process helps ensure
client objectives remain on target.
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Information Assurance (IAMM)

Information Assurance (IA) is a matter of good corporate governance which is relevant to all business units within Central
Government Departments or any organisations aligning its processes to the Information Assurance Maturity model (IAMM) and
Security Policy Framework (SPF).

Information Governance (IG Toolkit)

Information Governance is a collective responsibility, the need to create an IG and security conscious culture has never been
greater. Information is a vital asset in relation to the management of individuals in both NHS and Social Care settings, as well as
the efficient management of business services and resources. As such Information Governance plays a key part in service
planning, performance management and decision-making.

Information Security Management ¢ ISO/IEC 27001 & 27002

ISO/IEC 27001:2005 sets out the requirements for a framework of an information security management system (ISMS) strategy
within the workplace. The standard allows organisations to follow a process leading to the establishment, implementation,
operation, continuous assessment and improvement, thus ensuring information remains secure.

Risk Management ¢ ISO/IEC 27005

Information is an asset that sits at the heart of the information system. If Information is mislaid, handled inappropriately or the
data flow’s are inconsistent then there will inevitably be an impact to the organisation. The risk to these assets must be identified
and managed so that measures can be put in place to mitigate risk and thus minimise the consequences.

Data Protection Act 1998- BS 10012:2009

As individuals we trust that information private to us will remain so, and that organisations holding our data will respect our
personal details in the same way as they do their own. The Data Protection Act 1998 is an important control governing the action
of any organisation collecting and processing information. And now with the introduction of BS 10012, the new specification for
the management of personal information, organisations have a framework for the management of person identifiable data.

Freedom of Information Act(s) 2000

The Freedom of Information Act(s) provides the necessary legal obligations to public authorities, transforming them from a
culture of secrecy to one of openness and availability. In order to successfully manage FOI public authorities must be able to
determine where an exemption(s), or other criteria may be applicable, and how to apply the public interest test thus permitting
either the complete or partial release of the requested information.

Records Management ¢ BS 15489

Records management is nothing new but the landscape has changed since the use of information technology has become the
principle business enabler. The requirements associated with our need to manage the flow of information have also changed.
Records management, be it the Code of Practice (s46, Freedom of Information Act 2000) or BS15489 is in place to guide our
management of the information system and the flow of data and information.

Information Quality

Data and information quality is so important within any organisation, allowing decisions to be made in a timely and accurate
manner. But it does not end there; the Data Protection Act 1998 states that data and information should be accurate and up to
date (principle 4); financial information needs to be accurate; management information needs to be accurate; shared
information needs to be accurate. Information and data quality is a risk based factor that needs serious consideration — what
impact would there be if a decision is made based upon inaccurate information.

Business Continuity Management - BS 25 999

Business Continuity Management (BCM) enables organisations to continue normal operations throughout adverse conditions and
or to minimise the impact of a disruption in service. BS 25999 the British Standard in Business Continuity Management provides a
series of best practice guidelines and controls for developing, implementing and testing BCM strategies within an organisation.

Talk to us Today!
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