
 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Knowledge-Check 
Employee awareness, attitude and behavioural assessment 

Knowledge-Check surveys measure cultural development of Information Security 
by thoroughly assessing employee awareness, attitudes and behavioural patterns.  
 

 

When attempting to reduce accidental or intentional loss of data through non technical 

means, the challenge is to change employees’ behaviour rather than just increase 

awareness of security policies.  
 

This process takes time and a number of initiatives will be required before any real 

improvements to security performance or “cultural development” can be seen in the 

workplace. 
 

Throughout this process it is important for management to have a clear understanding of 

their employees’ attitudes towards the security of information as well as being able to 

measure their performance.  
 

 
  
 

 Demonstrating staff are adhering to polices governing the use of information is a difficult 

task. It requires that you not only highlight awareness initiatives have taken place, but 

also that they are working.  
 

To assist with this, QT&C have developed an online analysis tool to evaluate employee 

knowledge levels, attitudes and behavioural traits towards the security of information. 
 

Knowledge-check is designed to establish a baseline of employee performance and 

competencies, highlighting any risks to the organisation. Furthermore, when used 

annually it benchmarks the effectiveness of employee based improvement programs 

confirming whether the organisation is travelling in the right direction. 
 

Knowledge-Check is centred around local polices but can also be aligned with ISO/IEC 

27002:2005 (code of practice for information security management), the Information 

Assurance Maturity Model (IAMM), the Security Policy Framework (SPF), the NHS IG 

Toolkit and the Management of Police Information (MoPI). 
  

On completion of a Knowledge-Check survey QT&C will present a detailed report 

including observations and recommendations for improvement.  

Introduction 
 Use Knowledge-Check to measure 

performance and confirm:  
 

 Cultural development 

 Employee attitudes and behaviour 

 If policies are fit for purpose 

 If policies are clearly communicated  

 If policies are correctly understood 

 That policies are being adhered to 

 Strong and weak competencies  

 Use to target training programs 

 

ICO - Formal Undertakings: 
 

Demonstrate requirements relating to 

policies are being achieved. 
 

 “Ensure all staff are fully aware of 

the policy for... and are appropriately 

trained how to adhere to that 

policy.” 
 

 “The policy regarding... is followed 

by staff.” 
 

 “Consideration should be given to 

the provision of periodic refresher 

training and the ‘dip sampling’ of 

staff understanding of the policy.” 
 
 

 

 

A ssu ra n ce  &  Co m p l i a n ce 

Knowledge-Check Overview 

Knowledge-Check benefits 
 

 


